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Researcher - Information Systems Security
Research Group, The University of Salford,

England.

Two things: 1. A £250,000 fraud at a client.

2. How it could have been prevented.
(if the technology had been available)

- it is now!

Edit Yiew Insert Fomat Tools Table Window Help

FEHS @B T @ 3 % nomal

3‘-|-2-\vi‘||§‘w1-w-z‘--3---4‘-‘5-ws‘--7-wa‘--e-w1o‘--11‘w12-w-13-w

]
Al Orer A Oiher
Exogenous Cata Mzion  Local Worktation  Endogenous Dats

Local Workstation  Remots

==

Trarsaction [ ow|

Opergting System |

Level One Security & ™

Pracess Application Systerms i
Basic Editing

: Transactions Mapped
s taXCAL Fommat
hipping.F orert ;
Forensic ista Capture!
@ Eghemenal Drynarmie: CAAT

ert Systems -~
Secure Level Three Technology 1 "
Partitiored Aocumulathe - %) —
Hrmessos Fules Based - ) T ITERTE On-Line Systems Audit
Accourting | o
.y Secure s e
Certral Processor o
\, Department
NIC00N Fgencies Fules Development s
Companies House Fapestony Anding s
Criminal Records
Credit Checking ﬁ“s“e_? by
Bureaux usTy Type: T
rab Berees ;udmlrs
rectors:
Policz
Stakeholders

Lesend of Mnemonics Hent Grvity Gradings
CAATS Computer fssisted fudt Tools % Sewre, high possibilty of prablems
WEN izl Private Memork % Medium, chance of protlems

HCAL  Extensible Confnuous fudit Language ¥ Low, mindane lewels of actiity.




t Tooks Data Help

a1~ Gl = = <)

uskml1

Columns = Calurmns -+ Columns

O e [ Batch Number [ mr)

O Delets Flag Batch_Date O Delste Flag
Batch_Mumber O Edit/tccept Flag [ Product Code
Product_Code Tupe D Stock Pint
Stock_Paint Wworkstation O Physical Stack.
Quantity Reference Osrwsor

O Line Humber - O Mominal 1 - OsTcoRD

in Relationships  Selected Columns 1

Schema Table Name Column Name: Type Qutput Ciiteria Sart Gr/Fn
J_ dba IIMAL Batch_Number Murnber Tes
Ji dbo 1IMAH Batch_Date Nurnber Yes

_ |dbo lIM&H Tupe Text Ter
__ |dbe 1IMAH “Workstation Tent Ves
_ |dbo 1IMAH Reference Tent Ves
_ |dbo “Computed Norminal Tent Ves
_ |dbe 1IMAH User Tent Ves
_ |dbo IIMAH Time Numbier Yes
_ |dbo 1IMAH Reason_Cods Tent Yes
_ |dbo lIMaL Product_Code Text Ter
_ |dbo 1AL Stock_Point Tent Ves

dbo ML Huantity Murnber Tes

lblels] Selected

e

» [ M\ Sheetl / Sheet2 f Sheet3 /
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EEHS SRV & BB @ = A& A |m 3 2 i -0 -|lpsru =

Al j =| Batch_Mumber

B [ 5] E F G H | J K L M

atch_Date Type Worl i Refi Nominal User Time Reason_Code Product Code Stock Point Quantity Unit Cost Adjust'
1040625 | A QPADEVOOOR R 92 700 101 ROBERT 150500 001 12345678 01 500.000 0.0000 o
1031203 C QPADEVIOORP ROBE 15100 ANITA 130627 001 7777777REDSML |01 1171.000  10.5000) 12295
1040708 | A QPADEVOOOP JHGHIKHGYGH | 92700 100 ROBERT 100005 001 TITTTITREDSML |01 5.000 10.5000 a2
1040625 A QPADENVDODON Y 92700101 ROBERT 92501 001 RLO 01 5000  0.0000 0
1050409 | A QPADEVOOOL R 92700 102 ROBERT 100210001 33345001007 01 5.000 17.6500 83
1050403 A QPADENVIDOL R 92700 102 ROBERT 100210 001 007000020ME |01 7.000 7B.E300  5&0
1050403 A QPADEVIDOL R 92700 102 ROBERT 100210 001 G2B96001003 01 110.000  28.0000) 3080
1050411 A QPADEVOOON STOCK TAKE 92 700 104 JOHN 11102 001 71717001008 01 11.000 50.0000 550
1050411 A QPADEVIOON STOCK TAKE 92700104 JOHN 111012 001 71717003008 01 20.000 35.0000) 70O
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55 CiProgram FilesieXantiDatalChoruszmll.<ml vl Go | Lin|
gle- ‘ b | @ seachweb -~ §23 Do blocked [ cnptions Web assistant

rs:maybenull="false" f=
<fs:AttributeTypes
- «5:AttributeType name="Adjust¥alue" rs:number="14" rs:nullable="true">
<s:datatype di:type="number" rs:dbtype="numeric" dt:mazLength="19" rs:scale="7" rs:precision="23" rs:fixedlength="true" /=
<fs:AtributeTypes
«<5:extends type="rs:rowbase" />
<fs:ElementTypes
</siSchemax
<rsidatax
<zirow ALBATM="2" AHDATE="1040625" AHTYPE—"A” AHWSID—”QFADEVUUUP” AHREF—”R" Mominal="92 700 101" AHUSER="ROBERT"
AHTIME="150500" AHRSCD="001" ALPROD="12345678" ALSTKP="01" ALQTY="500.000" STSTNC=".0000" Adjustvalue=".0000000" />
<zirow ALBATN="1" AHDATE="1031203" AHTYPE="C" AHWSID="QPADEVO00P" AHREF="ROBB" Nominal="15 100" AHUSER: NITA™
AHTIME="130627" AHRSCD="001" ALPROD="7777777REDSML" ALSTKP="01" ALQT¥="1171.000" STSTMC="10.5000"
Adjustialue: 205.5000000" />
<zirow ALBATI AHDATE="1040708" AHTYPE
BHUSER="ROBERT" &4HTIM 100005" AHRSC
adjustvalue="52.5000000" />
<zirow ALBATMN=" "1040625" AHTYPE="A" AHWSID="QPADEYDOON" 4HREF="Y" Nominal="92 700 101" AHUSER="ROBERT"
AHTIME="92501" AHRSCD="001" ALPROD="RLO" ALSTKP="01" ALOTY="5.000" STSTNC=".0000" 2djusti/alue=".0000000" /=
<zirow ALBATM="6" AHDATI 1050409" AHTYPE="A" AHWSID="QPADEVYDOOL" AHREF="R" Nominal="92 700 102" 2HUSER="ROBERT"
AHTIME="100210" 2HRSCD="001" ALPROD="33345001007" AL5TKP="01" ALQTy="5.000" STSTNC="17.6900"
"88.4500000" />
6" AHDATE="1050409" AHTYPE="A" AHWSID="QPADEVYDOOL" AHREF="R" Nominal="92 700 102" AHUSER="ROBERT"
AHTIME="100210" AHRSC IJIJI" ALPROD="007000020NE" ALSTKP="01" ALQTy="7.000" STSTHC="78.6300"
Adjustiialu 5
<zirow ALBAT
AHTIME="100210" AHRSC 001" ALPROD="69696001003" ALSTKP="01" ALQTY:
Adjustvalue="3080.0000000" />
<zirow ALBATMN="8" AHDATE="1050411" AHTYPE="A" AHWSID="QPADEVDODN" AHREF="STOCK TAKE" Nominal="92 700 104"
AHUSER="JOHN" AHTIME="111012" AHRSCD="001" ALPROD="71717001008" ALSTKP="01" ALQTv="11.000" STSTNC="50.0000"
Adjustvalue="550.0000000" />
<z:row ALBATN="8" AHDATE="1050411" AHTYPE="A" AHWSID="QPADEVOOON" 2HREF="STOCK TAKE" Nominal="92 700 104"
AHUSER="JOHN" AHTIME="111012" AHRSCD="001" ALPROD="71717003008" ALSTKP="01" ALQTY="20.000" STSTNC="35.0000"
Adjustvalue="700.0000000" />
<frsidatax
farmlz

" AHWSID="QPADEYDDDP" AHREF="JHGHIKHGVYGH" Nominal="92 700 100"
‘001" ALPROD="7777777REDSML" &4 STKP="01" ALOTv="5.000" 5TSTNC="10.5000"

Mominal="92 700 102" AHUSER="ROBERT"
110.000" STSTHC="28.0000"

” 2 by Computer
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lIMaL
Columns Calumns el Columns *
[mET} ] Batch Nurber [mET
O Delete Flag Batch_Date O Delete Flag
Batch_Mumber [ Editstccept Flag O Pioduct Code
Product_Code Type O stock Paint
Stack_Paint ‘wiork station O Physical Stock
Quantity Fieference Osmwsor
[ Line Mumber O Mominal 1 = O sTCORD =
in Fielationships  Selected Calmns |
Schema Table Mame Column Mame Type Output LCriteria Sart Gr/Fn
Ji dbo lIMAL Batch_Number Number Yes
J_ dba lIM&H Batch_Date Murnber Tes
_ |dbo lIMAH Type Text Ve
_ |dbe lIMAH “Work station Text Yes
_ |dbo lIMAH Refersnce Text Yes
o ... Comoied Harind
____
Time Numher Yes
Reason_Code Text Ter
Product_Code Text Yes
Stock_Point Text Tes
Quantity Murnber Yes
bie(s] Selected




Columns SonBy | Funstions / Group By |
And / Or | [ ‘ Table Name ‘ Colurn Mame | Operation ‘ Criteria | 1 ‘
IIM&H User does not equal JOHM
ar lIkd&H User equals JOHN
And lIbd&H Time 1ange 130000-135959
Group add | Edi

LAY

| Remove |

oK Cancel
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ColumnName | [Jzer | | Swstem Variables
Operati 7 i " Runtime Y ariables
peration loes not equal hd
d " Predefined Literals
equals N
does not equal —| | Walues from EP
is greater than
iz less than
Citeria: is less than or equalto
) is greater than or equal t
range
beains with v
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1031203 C QPADEWVIDORP ROBB

» [ M\ Sheetl / Sheet2 f Sheet3 /

156100 AMITA 130627 001

JITFFTTREDSML |01

1171.000

&}
FEHS SRY tB@ Bz A G E T e -| B~ E-&-A
Al j =| Batch_Mumber

B [ 5] E F G H | J L M N
atch_Date Type Worl i Reft N | lUser Time |Reason_Code Product Code Stock Point Quantity Unit_Cost AdjustValue

10,5000 12295 5000000
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<5.datatype dt.type="string" rs.dbtype="str" dt:maxlength="10" rs:fizedlength="true" rz:maybenull="false™ />
<fs AttributaTypes
- zsiattributeType name="AHTIME" rs:number="8" rz:writeunknown="true"=
<5 datatype dt:type="number" rs:dhtype="numeric" dt:max=Length="19" rs:scale="0" rs:precision="6" rs:fizedlength="true"
rs:maybenull="falsa" /=
<5 attributeTypes
- «5:attributeType name="AHRSCD" rs:number="9" rs:writeunknown="true" >
<s:datatype dt:type="string" rs:dbtype="stt" dt:maxLength="4" rs:fixedlength="true" rs:mayhenull="false" /=
<5 attributeTypes
- «5:attributeType name="ALPROD" rs:number="10" rs: writeunknown="true" =
<sidatatype dt:type="string" rs:dbtype="str" dt:maxlLength="25" rs:fixedlength="true" rs:mayhenull="false" /=
<5 attributeTypes
- «5:AttributeType nam
«<s:datatype dt:type
=5 attributeTypes
- z5:AttributeType nam ALQTY" rs:number="12" rs:writeunknown="true">
<s:datatype dt:type="number" rs:dbtype="numeric" dt:maxLength="19" rs:scale="3" rs:precision="11" rs:fixedlength="true"
rs:maybenull="false" j=
<fs:atributeTypes
- z5:AttributeType name="STSTNC" rs:number="13" rs:writeunknown="true">
<sidatatype dt:type="number" rs:dbtype="numeric" dt:maxLength="19" rs:scale="4" rs:precision="11" rs:fixedlength="true"
rs:maybenull="false" f=
«fs:AttributeTypes
- «s:AttributeType nam
<s:datatype dt:type:
«fsattributeTypes
«s:extends type="rs:rowbase" />
=fs:ElementTypes
</s:Schemax
«rsidatax
<zirow ALBATMN="1" AHDATE="1031203" AHTYPE="C" AHWSID="QPADEVO0OOP" AHREF="ROBB" Nominal="15 100" AHUSER="
AHTIME="130627" AHRSCD="001" ALPROD="7777777REDSML" ALSTKP="01" ALQTY="1171.000" STSTHC="10.5000"
Adjustvalue="12295.5000000" /=
<frsidatax
farmlz

"ALSTKP" rs:number="11" rs:writeunknown="true"=
tring” rs:dbtype="str" dt:maxLength="2" rs:firedlength="true" rs:mayhenull="false" /=

“adjust¥alue” rs:number="14" rs:nullable="true">
umber" rs:dbtype="pumeric" dt:maxLength="19" rs:scale="7" rs:precision="23" rs:fixedlength="true" />
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< fushitemplates
<ushtemplate match="z:row">
zushitest disable-output-escaping="yes"=<row:> </usltexts
- auslifor-each select="@*">
- zuslif test="name() = "ALBATN"'>
<usltext disable-output-escaping="yes">< < xsltext>
<uslitext disable-output-escapin yes"=Batch_Number</usl:texts
<uslhtext disable-output-escaping="yes">> < xslitexts
<ushvalue-of select="." /=
<ushtext disable-output-escaping="yes">< f<fusltexts
<usltext disable-output-escaping="yes">Batch_Number</«sl:texts
<uslhtext disable-output-escaping="yes">> < xslitexts
< fuslif>
- zuslif test="name() = "AHDATE"":=
«wslitext disable-output-escaping="yes">< < xsltext>
«uslitext disable-output-escaping="yes">Batch_Date < xsl:text>
«wslitext disable-output-escaping="yes">> < xsltext>
<ushvalue-of select="." />
«ushitext disable-output-escaping="yes">< f<fusl:texts
«uslitext disable-output-escapin yes"=Batch_Date</xsl:text>
«wslitext disable-output-escaping="yes">> < xsltext>
< fuslif>
- «ushif test="pname() = "AHTYPE""=
«wslitext disable-output-escaping="yes">< < xsltext>
«uslitext disable-output-escapin yes"=Rectype< /«clitont>
«wslitext disable-output-escaping="yes">> < xsltext>
<ushvalue-of select="." />
«ushitext disable-output-escaping="yes">< f<fusl:texts
<uslitext disable-output-escaping="yes">Rectype</usltext>
«wslitext disable-output-escaping="yes">> < xsltext>
< fuslif>
- «xshif test="pame() = "AHWSID"'>
«wslitext disable-output-escaping="yes">< < xsltext>
«uslitext disable-output-escaping="yes">Workstation</xsl:texts
«wslitext disable-output-escaping="yes">> < xsltext>

% Computer

chemas\Mnventory\Stock Adjustmentistockadjust2. xm|

icrosoft Internet Explorer pro
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¥Cal_Stock_adjustment_File_RO001,000>

<rOw>
<Batch_Number>1</Batch_Mumbers
<Batch_Date»1031203«/Batch_Dates
<RectypexC«fRectypes
=Wwaorkstation=QPADEYODOP </ \Workstation
zReference=ROBB</References
=Mominal_Code>15 100</Nominal_Codes
=User=ANITA</Users
=Time=130627 < Time>
<Reason_Codes001</Reason_Codex
=Product_Codex7777777REDSML</Product_Codex
=Quantity=1171.000</Quantity =
<STSTNC>10.5000</STSTHC
<Stock_Point>12295.5000000</Stock_Points

<frows

e Cal_Stock_adjustment_File_RO001.000
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Benford’s Law/15t Digit Law

Predicts that the first digit of any number..

Is=1,.30%
Is=2,.17%
Is=3,.12%
Is=4,.10%
Is=5,..8%
Is=6,. 7%
Is=7,..6%
Is=8,..5%
Is=9,..4%

Included, tested on live data, found 3 illegal transagtion.
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In development. Has to be low cost < £200
Started with Sage — 54% UK software market

Details of eXtended Continuous Auditing Language
(XCAL)schemas can be found at:
www.xcal.eu.tt/xcalschemas

Now moving on to more complex analysis of transaction
patterns and latency.

Any questions?




